TUYA Wifi Lock Integration Web Page
Create a web page to manage the locks in two properties, under the same TUYA account. (we do have a TUYA Development account) 
Web server is currently Debian Wheezy – Website is Pinetopstudios – page where this will reside is pinetopstudios/locks/ (there is currently a page index.html – whatever the page name is it should be the default
Our TUYA development account credentials to be given if needed. 
The web page needs to assign temporary passwords to a single lock for a set amount of time.
I assume when the page loads you will get the temporary key for sending API commands – at the same time also gather all current device names/device IDs for use below. 
The web page fields will be (asterisk are mandatory)
*Guest Phone: 
· 7 digits – numeric – this will be the temporary door code assigned
*Property:
· Drop down selection
· Values – PSS, MHI (default to PSS) (can use MM for testing locks)
*Rooms:
· Drop down selection – do not default to the first one
· Populate from the data in the Tuya development account for ALL device names that start with the property code. Example room: PSS.101, MHI.1 etc
*Start Date: 
· Start Date and Start Time will be the TUYA effective_time
· Calendar date, mm/dd/yyyy
*Start Time: 
· Hour:minute hh:mm 
· Default: 3:00 PM – if current time is after 3:00PM MST then default to current time -  (Time zone is always US/MST)
*Days: 
· Number – range 0-365 
*Check Out Time: 
· Default to 11:00 AM
· Use Days and check out time to calculate the TUYA invalid_time value
*PIN: 
· Used to verify the user and allow the update – values will be in a MySQL table and will be four digits and start with 22 – MySQL details to be given after table creation


For TUYA API info – 
· Name: always use “Active Guest” 
· Can use Guest Phone for password and phone field

Show on the web page that the update is complete, successful or failure and failure information of course.

Any questions – let me know. 

Credential and server
Server 
do-web-01.singo1.com
162.243.100.31
u:contractor
Pw: tuy@L0ckSPsS!

Local website var/www/pinetopstudios/locks

Mysql
Db: pinetopstudios
u: pssmhi
Pw: pss@1202
Table: employees
Pin field: pincode
Only validate against employees where status = 'active' (any case)
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